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EXEQUTIVE SUMMARY

The Next-Generation Computer Resources (NGCR) Operating Systems Standards
Working Group (OSSWG) conducted a survey of existing operating systems and
operating systems interface standards to establish a baseline for the NGCR
operating syvstem interface (OSIF). As a result of this survey, the total
number of operating systems considered was reduced from 110 to 7, which then
were formally evaluated. These seven were Alpha, ARTX, CRONUS, iRMX., Mach,
ORKID, and POSIX.

The formal evaluation consisted of assessing the seven candidates against
the requirements contained in the "NGCR OSSWG Requirements Document”
(reference 1) and a set of eight programmatic issues. The numeric results of
this evaluation identified three candidates as superior: Alpha, iRMX, and
POSIX. To obtain a clear consensus of the OSSWG, an anonymous ballot was held
that resulted tn POSIX obtaining a Sl-percent majority vote. Based on the
results of the balloting, the NGCR OSSWG recommends POSIX be selected as the
NGCR OSIF baseline. The working group also recommends that the Navy and OSSWG
capitalize on the strengths of the other candidates, particularly Alpha and
iRMX, in the continuing standards development.
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RECOMMENDATION REPORT FOR NEXT-GENERATION COMPUTER RESOURCES (NGC(R)
OPERATING SYSTEMS INTERFACE STANDARD BASELINE

1. INTRODUCTION

The charter of the Next-Generation Computer Resources (NGCR) Operating
Systems Standards Working Group (OSSWG) i1s 1o establish a commercially
acceptable operating system interface (0OSIF) standard(s) for use in the
development and deployment of Navy mission-critical computing systems in the
mid-1990s and beyond. Candidates for NGCR standardization include existing
public interface standards, as well as existing interface definitions (for
example, based on commercial products or research prototypes) that could
become public standards. The goal of the OSSWG ts to do one of the following:
(1) adopt existing standards/definition(s), if possible: (2) use Navy
adaptations of existing standards/definitions; or (3) use Navy-created
standards only if demanded by technical considerations (the worst case).
Reference 1 contains the requirements of the baseline, while the goals and
objectives of the NGCR program are cited in references 2 through 4. The
specifics of these documents that pertain to the OSSWG are contained in the
references S and 6.

This report summarizes the conclusions of the NGCR OSSWG and gives the
recommendation for the OSIF baseline. Extensive details of the evaluation
leading to this report are provided in references 7 and 8. A companion
document., "After-Action Report for Next Generation Computer Resources
Operating System Interface Baseline Selection Process” (reference 9), provides
recommendations that resulted from the evaluation process.

Section 2 of the present report summarizes information about thz 7
candidate operating systems selected from an initial field of 110. Section 3
tdentifies the final three candidates for selection as the OSIF baseline,
along with their individual strengths, weaknesses, and risks. Section 4
provides the method by which the recommended OSIF baseline was selected and
presents the OSSWG recommendation.
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2. CANDIDATE SUMMARY

To establish a baseline for the NGCR OSIF, the OSSWG conducted a survey
of existing operating systems and OSIF standarde As a result of the survey,
the Available Technology (AT) Subgroup reduced the total number of candidates
from 110 to 7, which then were evaluated by the entire OSSWG for selection as
the OSIF baseline. More complete descriptions of the candidates can be found
in reference 10. The seven candidates are described briefly in the following
subsections.

2.1 ALPHA

The development of the Alpha operating system (0S) 1s currently being led
by Concurrent Computer Corp., Westford, MA, but it is nonproprietary and in
the public domain for U.S. Government use. Alpha is a distributed
architecture kernel and object oriented. It manages all resources directly
with application-specified actual time constraints, and includes real-time-
distributed data management (e.g., transaction) mechanisms.

2.2 ARIX

The Ada Real-T.me Executive (ARTX) is from Ready Systems, Palo Alto, CA.
ARTX is an OS kernel, and it implements the full range of Ada semantic
operations, including the complete Ada tasking model. Ready Systems also has
RTAda-MP, which supports tightly-coupled multiprocessor systems (680 x 0
based).

2.3 (RONUS

CRONUS is a distributed 0OS being developed by Bolt Beranek and Newman
(BBN), Cambridge, MA, and funded jointly by the Rome Air Development Center
(RADC), the Naval Ocean Systems Center (NOSC), and the Air Force Electronic
System. Division (ESD). Designed to sit on top of heterogeneous local
operating systems, (RONUS incorporates features such as heterogeneity,
transparency, and object-oriented programming as well as more high-level
features such as survivability, replication mechanism, multicluster and data
base access, and distributed monitoring and control facilities.

To develop security mechanisms around CRONUS, the SDOS project is being
pursued by Odyssey Research Associates, [thaca, NY. This project also is
funded by RADC.

2.4 1R

iRMX is an OS kernel developed commercially by Intel Corp., Beaverton.
OR. It provides many standard kernel features in a mature and widely-used
system. There are also other members of this family of operating systems,
such as the Distributed iRMX, which provides distributed and transparent
multiprocessing.




2.5 MA(H

Mach is a multiprocessor-oriented OS kernel for a distributed environment
being developed at Carnegie-Mellon University ((MU), Pittsburgh, PA. Funded
by the Defense Advanced Research Projects Agency (DARPA), Mach approaches
issues involved with multiprocessors, heterogeneity, transparency, and
object-oriented programming.

The Trusted Mach project is another DARPA-sponsored research effort being
pursued by Trusted Information Systems, Inc., Glenwood, MD. The goal of this
project i1s to build a version of Mach that meets the B3 level of protection as
specified in the "Department of Defense Trusted Computer System Evaluation
Criteria" (reference 11). Current efforts have been concentrated at the
kernel level, but other server levels have been defined for later efforts.

Mach i1s not presently a real-time system: however, (MU is in the process
of developing real-time Mach. This development is being done by extending the
existing Mach to include real-time features, such as real-time threads, an
integrated real-time scheduler, and a real-time tool set.

2.6 ORKID

The Open Real-Time Kernel Interface Definition (ORKID) was developed by
the VME International Trade Association (VITA), and has been represented at
the NGCR OSSWG by Motorola. The objective of the ORKID standard is to provide
a state-of-the-art. open, real-time kernel interface.

2.7 POSIX

The Portable Operating Systems Interface for Computer Environments
(POSIX), a standards activity sponsored by the Institute of Electrical and
Electronic Engineers (IEEE), is an attempt to define a standard OSIF and
environment based on the UNIX operating system. There are several subgroups
within [EEE Committee 1003 considering issues such as security, real-time
verification, and Ada interfaces.




3. FINAL OSIF BASELINE CANDIDATES

3.1 SELECTION OF FINAL CANDIDATES

The seven candidate operating systems were reduced to the three
candidates that consistently scored highest in the technical and programmatic
criteria: Alpha, iRMX, and POSIX. Data analysis indicated that there was
sufficient statistical significance to the gap between the scores of the top
three and the scores of the other four candidates to justify reducing the
eligible candidates for consideratior to the top three. However, there was no
sufficient statistical significance to the differences among the scores of the
top three candidates to justify a selection among them. Therefore, the top
three were evaluated with respect to:

o Strengths - Distinctive characteristics of the candidate that
ameliorate its position for acceptance.

e Weaknesses - Deficienci s of the candidate that impose a known and
predictable impact thai is rectifiable.

* Risk - Deficiencies of the candidate that impose an unpredictable
impact or result with respect to rectification; deficiencies whose
rectification could destroy the underlying model.

Sections 3.2.1 through 3.2.3 discuss these areas in more deta:l.
However, only the characteristics that distinguish one candidate from the
other twc are presented. Section 3.2.4 discusses general weaknesses and risks
that apply to all three candidates.

3.2 EVALUATION (RITERIA FOR FINAL CANDIDATES

3.2.1 Alpha

3.2.1.1 Strengths. Alpha was designed with strict attention given to the
areas of networks and communications, event and error management, resource
management, and timing. The intent was to give users uniform and transparent
network access to code, data, and objects within a system with a single,
unified approach to managing these resources that meets real-time
constraints. Resource management is done across all nodes within the system,
also known as transnode resource management. Event and error management also
is handled with a uniform approach with respect to all events within the
system, including application events as well as time constraints. Users are
given the ability to control and manage time by conveying to the kernel
(through the interface) what their time constraints are. This directly affects
the kernel's determination of the scheduling policy. These design goals for
Alpha have been demonstrated and realized with prototypes by the Concurrent
Computer Corp.




Because of another decision made during desigan, Alpha is strongly object
oriented. This leads to extensibility, scalability, and an ordered design
mode! for the 0S. Alpha is extensibie in that new objects can be created with
specific attributes and added to the system as needed without change to any
other existing objects. Also, other objects may communicate with the new
object as well as with existing objects in the system. The scalability of
Alpha refers to the ability to tailor Alpha by eliminating some unneeded
objects without having detrimental effects on the operating system.

The inherent distributed orientation of Alpha along with its message-
based threads and network i(ransparency allow heterogeneous processors to
coexist within the same system.

3.2.1.2 Weaknesses. The major weakness of Alpha is its small vendor and
user base. Currently, there is only one announced vendor that is able to
supply the Alpha system and another announced vendor that indicates it will
have an Alpha interface in the future. There is a very small number of users
actually using Alpha, although some compan:es have expressed interest in
having an Alpha 0S for their hardware. Also, no user working group has been
formed for Alpha.

3.2.1.3 Riskg. A major risk with selecting the Alpha kernel as a
baseline OSIF is that there is no standards group or body formed to work on
standardizing the Alpha interface. This presents a problem in that a
standards organization would have to be found that wonld adopt the Alpha
intertace as i1ts OSIF standard. Once this has been accomplished, there still
1s no assurance that the Alpha interface standard would be accepted by
industry, possibly leaving the Navy in the same sttuation it faces today --
having to develop the O0S itself.

There are also some concerns about Alpha's futuristic concept and its
immaturity. An Alpha prototype exists, but it has not been implemented by
many vendors on many different kinds of hardware. In addition, there are a2lso
few applications currently trying to make use of Alpha. Along these same
lines is the questioa of whether the Alpha paradigm precludes efficient
implementation. This has not been disproven.

Alpha, as submitted, does not represent a full local processor operating
system (LPOS) application program interface (AP[). If Alpha were selected,
there would be a large gap to fill within the Alpha interfaces to bring them
up to 2 full LPOS APIT.

Alpha is based on a synchronous model. There was a concern, therefore,
that if applications were to convert this model to an asynchronous one. the
added overhead would be detrimental to real-time applications.




3.2.2 iRMX

3.2.2.1 Strengths. iRMX is the most mature of the three final
candidates. This is apparent from the documentation that is user/reference
oriented. These documentation follows a well-organized, consistent approach
to describing iRMX. The presentation of the documentation follows the iRMX
design-lavered model.

The maturity of 1RMX also is apparent in the user base. iRMX has more
than 6000 real-time applications. With this user base, 1RMX has demonstrated
rts maturity for providing a well-defined and understood conceptual model and
has proven i1ts interface capabilities to meet application needs.

iRMX is object oriented, providing an 0S that is scalable and extensible
and allowing for tailoring of the OS implementation for specific application
needs. A user may create new object types and use system calls to manage
these new ol jects.

The 1RMX operating svstem is distributed: that is. the interface provides
for message-passing communications between nodes. This capability has been
proven through prototyping on a message-passing backplane, and the concept is
helieved to be extensible to local area networks as well.

3.2.2.2 Weaknesses. The onlv weakness unique in iRMX is that
implementation information is interwoven with the interface description.
(This is in reference to the RMX 386 kernel.) It was not apparent what the
impact would be to the interface if the underlying processor was changed.

3.2.2.3 Risks. iRMX is a single-vendor product. It is not an accepted
standard, nor is there a standards body considering iRMX as a potential
standard interface. These factors present a major risk in getting the iRMX
interface established as a commercially accepted standard. This operating
svstem does have a substantial users group and a large user base, but it is
specifically designed for Intel products. Additionally. there is the
perspective that 1RMX's technical similarity to other operating systems might
make i1t unlikely as a standard the industry would accept.

Another risk is the lack of securitv. iRMX does not provide for
securityv, and i1t is felt that the operational model may not be conducive to
the addition of security.

J.2.3 POSKX

3.2.3.1 Stremgths. The primary strengths of POSIX lie in its file
management, synchronization, and scheduling interfaces. The POSIX file syvstem
consists of a full set of file functions that are consistent with the UNIX



file system. Also, a full set of synchronization primitives exists in POSIX,
and scheduling is extensible through the addition of policies.

POSIX is currently a standard and has an established user base because of
its close relationship to UNIX. The standard is also commercially accepted,
which makes POSIX very appealing to the Navy because many systems will be
available for many types of hardware platforms. The standard has been proven
to be implementable by many vendors, and most OS vendors have indicated their
intent to, or currently do, supply a POSIX-compliant interface. Also, because
POSIX is based on UNIX., it is a very mature technology. Limited risk exists
because the interfaces have been proven to be implementable by many different
svstem designers.

The POSIX interfaces are tailorable. Active profiling work within the
standaras bodv exists. This means that defining subsets and supersets of the
standard 1s possible.

3.2.3.2 Weasknesses. The primary weaknesses of POSIX are in the areas of
networking and communications, real-time capabilities, and distribution.
Because networking and communications are not a principal part of the POSIX
effort, a definite weakness in this area exisis. Also, distribution is not a
primary concern for the POSIX committee and, therefore, is a weak spot that
must be addressed by the OSSWG. Real-time capability is sighted as a weakness
because POSIX is intended to be a generic standard. Some real-time
capabilities are precluded from the standard because of indications that the
addition of these capabilities would dictate particular hardware support that
mayv not be available to the 0S designer. An example of this would be
interrupt handling capabilities that are not included in the POSIX standard.
At this time, there is no approved real-time standard within POSIX, although
the 1003.4 subgroup is proceeding toward balloting and approval.

3.2.3.3 Risks. Three major risks are involved in choosing POSIX. The
firct is the question of how well the various subgroup standards (P1003.1
POSIX.1, P1003.4 Real-Time Extensions, P1003.5 Ada Bindings, and P1003.6
Security) will integrate. It is not guaranteed that these individual
standards will work together and be able to be integrated into a single
working standard.

The second risk with POSIX is how much influence the Navy can expect to
have in the standards group. The Navy may not be able to persuade the POSIX
committee to incorporate the changes essential to meet the Navy's needs. (An
example of this issue is fault tolerance capabilities.)

Third, there was a concern that if applications were to convert this
mode! to a svnchronous one. the added overhead would be detrimental to real-
time applications because POSIX is based on an asvnchronous model.




3.2.4 General Deficiencies

3.2.4.1 General Woaknesses. Each of the top three candidates scored
poorly in the service class of data interchange. This known deficiency in all
three candidates does not appear to be a discriminating one; it is believed
that extending all three candidates to meet the data interchange requirements
will have an equal 1impact.

3.2.4.2 General Risks. The three final candidates have known
deficiencies in the areas of:

e security;

e reliability adaptability and maintainability (also known as fault
tolerance); and

* Distribution performance.

Security is a risk for Alpha and iRMX because neither has addressed this
issue. Security was addressed in the POSIX operating system, which scored
well on the evaluation. However, security is considered a risk in POSIX,
because it is not apparent that the P1003.6 (security subgroup) draft has been
evaluated by the other working groups with respect to impact or feasibility.
Of the three candidates, however, it is felt that the Alpha model is most
compatible with security concepts.

None of the top three candidates properly addressed fault tolerance
issues. The impact of extending each candidate to meet fault tolerance
requirements is unknown.

Although implementation is not an issue of the OSIF, performance for
real-time distributed systems is an objective. Based on the information
provided by the candidates, it is felt that there is not enough information in
the interfaccs alone to have confidence in the ability of the underlying 0S
model to meet perceived Navy systems performance requirements.

None of the final three candidates meets the full set of Navy
requirements as documented in reference 1, and each of the final candidates
has various areas of strengths and weaknesses. Therefore. regardless of which
candidate ultimately is selected, extensions will have to be made to the OSIF
baseline before it meets the Navy's requirements. Extensions to the selected
baseline should be approached by continuing to evaluate all the candidates to
identify methods and approaches that might be appropriate for use in the
extensions.
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4. FINAL SELECTION PROCESS AND RECOMMENDAT ION

4.1 RATIONALE FOR SELECTING A SINGLE CANDIDATE

As discussed previously, the results of the technical evaluation by the
OSSWG indicated that three candidates might be acceptable. A decision was
made by the working group to validate the evaluation results of the final
three candidates by examining these results carefully. This careful
examination then would aid in interpreting these results. The scores on the
eight programmatic issues also would be taken into account in this
examination. If any of the three candidates proved to be acceptable from both
a technical standpoint and from a programmatic standpoint, this candidate
would be singled out by the working group for recommendation as the NGCR OSIF
baseline. The decision to recommend only one candidate 0S rather than
multiple candidates as had originally been envisioned was made after much
analysis and debate at two OSSWG meetings. In both meetings, the concept of
pairing multiple candidates was rejected because the technical and
programmatic results did not support such a pairing or composite solution.

The OSSWG believed that, under the circumstances, a multiple candidate
solution would be disadvantageous because this type of solution would

(1) difute NGCR resources and (2) fracture industry support. To maximize Navy
influence and to achieve cost effectiveness, it was decided that the NGCR
program should focus its efforts on a single candidate.

[t should be noted that by recommending a single-candidate solution, the
OSSWG is not ruling out the possibility of a family of standards. All that is
ruled out ts the possibility of a family based on an NGCR collection of
divergent candidates. A family based on a single candidate is still possible
and, in fact, probable.

At this point, the OSSWG believes that the family will take the form of a
series or set of NG(R interface standards that can be tailored or scaled to
any particular application (interface) requirements. It is anticipated that
identifying the necessary extensions to the OSIF baseline selection to meet
the overall requirements and defining the precise form of tailoring the OSIF
baseline will be a major order of business for the next phase of the OSSWG.

4.2 FINAL CANDIDATE SELECTION

To make the selection of the NGCR OSIF baseline among the three
finalists, 1t was anticipated that a definitive consensus couid be obtained
through an anonymous ballot at the NG(R OSSWG meeting held on 17-19 April 1990
at the Software Engineering Institute (SE[). Pittsburgh. PA. Prior to the
voting, the detailed data analysis results and the strengths. weaknesses. and
risks associated with the top three candidates were presented to the working
group. An open discussion of this presentation was then held by the OSSWG.
followed by the anonymous vote of the attending working group members.

There were two categories of voters at the meeting: eligible and _
advisory. Eligible voters were qualified members who had submitted their

11




assessments during the evaluation process. In the absence of any eligible
member, a representative of the absent person's organization was permitted to
vote. The second category, or advisory voters, consisted of the remaining
OSSWG members present who were allowed to submit votes.

A stmple majority was established as grounds for a clear consensus from
the qualified OSSWG members present. To distinguish eligible votes from
advisory ones, each person present was given an envelope in which to place his
ballot. Each person wrote his name and company on the envelope. If the
individual was voting as a representative of a nonpresent eligible person, he
also identified that individual on the envelope. The names on the envelopes
were then sorted into eligible and advisory categories. The ballots were
removed and counted to ensure the anonymity of the individual voters.

The voting results were as follows:

Alpha 1RMX POSIX Total
Eligible 12 5 18 35
Advisory 3 1 6 10
Total 15 6 24 45

The POSIX operating system was given a Sl-percent majority vote, making
it the recommended candidate for selection as the NGCR OSIF baseline.

4.3 OSIF BASELINE RECOMMENDATION

Based on the results of the OSSWG evaluation process and a definitive
consensus ballot, the NGCR OSSWG recommends that POSIX be selected as the NGCR
OSIF baseline.

As a result of the evaluation, the OSSWG realized that none of the
candidates totally met the Navy's requirements for an OSIF standard. It was
also apparent that individual candidates had varying strengths and weaknesses
in the various requirement areas. With this in mind, the NGCR OSSWG further
recommends that an approach be identified that maintains monitoring and
evaluation of all the candidates, particularly Alpha and iRMX. so that in
their evolution they may be used in expanding the capability of the selected
baseline to meet the overall NGCR OSIF requirements.

12
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